
How to stay safe
at home and online
Scams can be difficult to spot as they are getting more and more sophisticated, but 
all are designed to get hold of your money.

Don’t be embarrassed about reporting Romance Fraud - any of us can fall victim to a scam. The impact isn’t 
just financial. Scams affect confidence and mental and physical wellbeing. Embarrassment at having ‘fallen 
for’ the scam means they often go unreported. As a result, victims are less likely to get support that could help 
them move forward. But by reporting it, you’ll make it more difficult for online fraudsters to deceive others. 
If you, or someone you know are a victim of Romance Fraud please report it online 
www.sussex.police.uk/ro/report/ or call Sussex Police on 101.

	Don’t rush into an online relationship – get to know the person, not 
 the profile: ask plenty of questions. Analyse their profile – confirm the 
 person's identity. 
	Talk to your friends and family – be wary of anyone who tells you not 
 to tell others about them.
	Evade scams – never send money or share your bank details with 
 someone you’ve only met online, no matter what reason they give or   
 how long you've been speaking to them.
	Stay on the dating site messenger service – don't use email, phone,  
 social media or other messaging apps until you’re confident the   
 person is who they say they are.

Most UK dating websites and chatrooms are legitimate, but fraudsters have been known 
to use them to steal people’s money. Dating and romance scammers lower their target’s 
defences by building an online relationship, then asking for larger and larger sums of money. 

Romance 
fraud 

Fraud 
Every year, the British public loses billions of pounds to fraudsters. Fraud is when 
a person lies to you, or ‘scams’ you, to gain an advantage, such as taking your 
money or learning private information about you. Remember:

If you spot a scam or have been scammed, report it and get help. 
Contact Action Fraud on 0300 123 2040 
or Sussex Police on 101.

 Be suspicious of all ‘too good to be true’ offers and deals. 
 Don’t agree to offers or deals immediately. Insist on time to get   
 independent or legal advice before making a decision.
 Don’t hand over money or sign anything until you’ve checked all   
 someone’s credentials and their company’s.
 Never send money to anyone you don’t know or trust, whether in the  
 UK or abroad, or use methods of payment you’re not comfortable with.
 Never give banking or personal details to anyone you don’t know   
 or trust. This information is valuable so make sure you protect it.
 Always log on to a website directly rather than clicking on links in an email.

http://www.sussex.police.uk/ro/report/


How to Report
Sussex Police
101 (non-emergency) 
Report online https://www.sussex.police.uk/ro/report/
For more information about types of Fraud. https://www.sussex.police.uk/advice/
advice-and-information/fa/fraud/

Action Fraud
Report fraud or attempted fraud 
0300 123 2040
http://www.actionfraud.police.uk/report_fraud 

Crimestoppers
An independent charity that gives you the power to speak up to stop crime, 100% 
anonymously.
0800 555 111
https://crimestoppers-uk.org/

Useful Support
Arun District Council 
https://www.arun.gov.uk/scam-alerts/

Citizens Advice 
If you’re having trouble paying your bills and are worried about what to do.
0344 477 1171
https://www.arunchichestercab.org.uk/

Get Safe Online
The UK’s leading awareness resource helping protect people, finances, devices and 
businesses from fraud, abuse and other issues encountered online.
https://getsafeonline.org/

HourGlass
A national charity working to prevent the abuse and neglect of older people.
National: 0808 808 8141
Local: 07508 823 975
https://wearehourglass.org/

Victim Support
If you’ve been affected by crime, free, confidential support regardless of 
whether the crime has been reported or how long ago it happened.
0808 168 9111
https://www.victimsupport.org.uk/

West Sussex County Council
www.westsussex.gov.uk/staying-safe-online 
Sign up to E-newsletter www.westsussex.gov.uk/email-alerts/
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